Interaction Design Patterns: Forgotten Password

	Forgotten Password (#3)
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	Problem
	Users sometimes forget their passwords, especially when they have multiple usernames and passwords for different sites.

	Use When
	There is information on a site that a user must login to see.  Login may be required in order to view secure information. Login can also be used to recall data that a user entered on a previous visit.

	Solution
	Permit users to request an email or to answer a password hint to get a new password.
Link to “forgotten password” directly from the login screen. Users are most likely to realize that they don’t know their password when they’re being asked to remember it.  It will be easy for a user to find the “forgotten password” option if it is embedded right where he realizes he needs it.   Use a straightforward link label such as “Forgotten password” or “Forgot your password?” to avoid ambiguity.

Ask users to provide username or email address associated with the account. The same conditions that cause a user to forget a password can cause a user to forget a username too, so allow users to identify themselves by a username or an email address.
Give users password delivery options.  Allow users to choose how they want to receive their new password: by email, or after correctly answering a password hint question.  Password hint questions should be setup when the user registers. Password hint options should be questions with objective answers (mother’s maiden name, birthplace, etc.), rather than subjective answers that might change over time (favorite meal, last great movie, etc.).
Immediately require users to change system generated passwords to something of their choice.  The first time a user logs in with a system-generated email, redirect them to a page that requires them to save a new password.  This page should be stripped of all standard site navigation, so the user must supply a new password before proceeding.  Make sure the page includes a logout option, so the user can quit and come back later, if she chooses.


	Why
	When dealing with a forgotten password, it is necessary to balance ease-of-use against security constraints.  This solution allows the user to pick her own balance. If she is uncomfortable with passwords being sent by email, she can answer a password hint.  If she doesn’t want to bother with trying to recall additional information, she can simply have a password sent to her.

By requiring a user to pick a new password after logging in, she will be able to choose something meaningful that she will have a better change of remembering than a randomly assigned password. 

	More Examples
	my.yahoo.com (basic pattern with additional secret question)
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