Interaction Design Patterns: Login

	Login

	Example
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	Problem
	Users frequently need to identify themselves to access desirable content or information that’s personal to them. But this process can be onerous if it doesn’t function as expected or requires users to recall information that’s not easy to remember.  It can also be burdensome if the user is asked to identify himself when he’s not expecting it.

	Use When
	The site handles personal or sensitive user information, or when one of the site’s objectives is to encourage visitors to provide information about themselves for lead generation. 

	Solution


	A.  Put login in the right place at the right time.

A.1 - Unless the user must be logged in to view most of the site’s content, avoid putting a login box on the home page. Instead, include a login link somewhere near the top of the page.  

If the site’s content significantly changes once you’re logged in, then it’s a good idea to put the login box on the home page. 
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A.2 - When requiring the user to login in order to accomplish a particular task, redirect to the page the user was initially trying to access one he is logged in.
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A.3 - Make it clear when a link leads to an area that will first require the user to login.
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B.  Make it clear how and why a person should login.
B.1 - Include a prominent statement of registration benefits and a link to registration on the login page. If it is important to “sell” the features hidden behind login, provide a link to a feature preview.  If users may not self-register on the site, provide information about what they need to do to get an account.  Make the above information visually and spatially distinct from the login form, to avoid slowing down users who are just there to login.  

The exception is if the site is one that people aren’t intended to even know about unless they’ve received other communications providing username, password, and how to get technical assistance, the benefits statement is not necessary.
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B.2 - If the security of user data is an issue on the site, provide a link to information about site security from the login page.
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C.  Make data entry easy.
C.1 - Give users an option to have their user name “remembered” for future visits. If users do choose to be remembered, make it just as easy for them to change their preference back to being “unremembered.”
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C.3 - Avoid using a cancel or clear button, which are confusing in this context, but be sure to include some way to navigate away from the login page.
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D.  Use recognizable labels.
D.1 – Labels should use language that is common for the context (e.g., for the region, for the profession of the expected audience) . “Remember me on this computer” is easier to recognize than “enable auto login” and “Forgot your password?” is easier to recognize than “Have you forgotten your password? You can have your password reset and sent to you.”
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D.2 - Use the same term to connect all login functionality. There doesn’t seem to be a clear trend on the Web respecting “sign in” “login” log on” or “log in”, but it’s important to pick one term within a site (or family of sites) and stick with it.
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E.  Make it easy to recover from errors.  
E.1 - If a user enters an unrecognizable username or password place a meaningful message describing the problem right next to the login form (so the user can easily attempt to login in again).
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E.2 - Provide access to a help page that includes tips for logging in or a list of things to try to correct login problems.
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E.3 - Include an option to retrieve a forgotten password. (See the Forgotten Password pattern.)
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F.  Provide meaningful feedback
F.1 - Throughout the site, provide some indication of whether or not the visitor has logged in.  (E.g., “Welcome, Jane” instead of “Welcome, Guest” once Jane logs in.)
[image: image14.png]ALWAYS






	Why
	

	More Examples
	Keeping Login Form Off the Home Page
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Benefits Statement (and Remember Me, and Forgotten Password)
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Login Help Page
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Meaningful Error Messages
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A Counter Example: Confusing Data Entry
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Morningstar’s login form lets users identify themselves by an email address or a username. But if they choose to enter their username, they have to go back up the page and add a password in what appears to be a completely different section. (Besides, who forgets his email address but can remember his username?) Better just to go with the simple email/password combo. (www.morningstar.com)

	Related Patterns
	Forgotten Password, Registration
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